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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 11. This is a revised version of key issue 8 (S3-191570) as discussed on the FS_SIV conf call.
3
Proposed New Text
[START OF CHANGES]
5.12
Key Issue 11: Single Administrator Domain

5.12.1
Key issue detail

The basic aim of virtualisation is to implement the network using infinitely flexible resources which can be scaled and sized in real-time in order fit customer demand. In order to achieve this requires all hardware and software resources to be managed in a single unified cloud environment. All VNFs must therefore exist in the single cloud, especially if network slicing is required. This introduces a basic security risk. Such cloud environments tend to have a single administration domain which manages the hosts and NFV environment. As such all VNFs regardless of their sensitivity are potentially reduced to the same security level of the single administration domain. Therefore, if an attacker is able to gain administrator privileges they will be able to control and manage all Network Functions, regardless of their sensitivity.

5.12.2
Security threats
5.12.3
Potential security requirements

[END OF CHANGES]
